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Annotated Bibliography – Hackers
Department of Justice. (n.d.). Four members of International Computer Hacking Ring Indicted for Stealing Gaming Technology, Apache Helicopter Training Software. (2014, September 30). Retrieved January 18, 2017, from https://www.justice.gov/opa/pr/four-members-internationa;-computer-hacking-ring-indcited-stealing-gaming-technology-apache
Annotation: This is basically the case studies for this project. The Department of Justice article informs the readers of the background of this case. It gives us basic information for readers to follow along of what happened. It informs us that the four members stole data related to Xbox One and Xbox One live including three different fames. This article also states that the four members stole training software from the United States Army. The article also gives us the names and ages of the four individuals along with where they are from. It lists out all of the charges from this case and how much monetary value each of the games and training software are worth. Lastly, the article states that the case is being investigated by the FBI and all of the other law enforcement agencies that are helping with the investigation and prosecution. 
I can use this article in my paper because the entire paper surrounds this article alone. In the second Section of the of the paper in part A, where it mentions citizenship status I am going To use the information from this article to state where the four hackers are from, their age, and names. In Part B, where I am supposed to talk about the charges I can use the information from this article because it simply States all of the charges the for hackers are being charged with.

Danielle Walker, S., Carman, A., & Greenberg, A. (2017). Man pleads guilty to intellectual property theft conspiracy impacting Microsoft, other firms. SC Magazine US. Retrieved 9 April 2017, from https://www.scmagazine.com/hacking-ring-member-pleads-guilty-to-stealing-intellectual-property-data-of-microsoft-others/article/535941/
The article highlights that some men got accused of taking more than $100 million worth of protected innovation and exclusive information from a few organizations, including Microsoft. Two of the men, Sanadodeh Nesheiwat, 28, and David Pokora, 22, admitted to their inclusion in the racket, while a third, Nathan Leroux, 20, confessed a similar scheme charge. The article says that, as indicated by the FBI, the fourth individual from the ring, Austin Alcala, 19, of McCordsville, Ind., confessed to intrigue to carry out PC interruptions and criminal copyright encroachment including the robbery of information relating to the Xbox One gaming console and Xbox Live diversions. The article is vital as it demonstrates that through SQL infusion and stolen logins, the men supposedly got to the systems of focused organizations to take exchange insider facts and turn them around for a profit.
Four hackers charged with stealing $100m worth of US Army and Xbox technology. (2017). Fox News. Retrieved 9 April 2017, from http://www.foxnews.com/tech/2014/10/01/four-hackers-charged-with-stealing-100m-worth-us-army-and-xbox-technology.html
The article demonstrates how the FBI started following the hacking bunch in 2011 with the collaboration of the gaming organizations when a secret witness tipped them off. Pokora, the leader of the group and a Canadian national, was arrested in March at the outskirt crossing in Lewiston, New York. His plea was believed to the primary real conviction of an outside individual for hacking into American organizations and taking prized formulas, setting vital points of reference in a period of mounting distrustfulness that our organizations, journalistic substances, and government offices are under steady, advanced attack from foreign agents. The article shows how the law enforcement forces works effortlessly to curb the cyber crimes
Sankin, A., & Siese, A. (2017). XU Group hackers plead guilty to $100 million theft of Microsoft, Valve, U.S. Army data. The Daily Dot. Retrieved 9 April 2017, from https://www.dailydot.com/crime/xbox-100-million-hackers-guilty/
The article demonstrates how the fourth and last individual from a global hacking ring called the XU Group confessed to taking more than $100 million in programming and information from Microsoft, Epic Games, and Valve Software. Moreover, it demonstrates that the XU Group worked from January 2011 to March 2014. Their techniques for hacking, delineated in the criminal grumbling discharged by prosecutors, incorporate SQL infusions to increase unapproved access to targeted PCs and keyloggers to take sensitive information, for example, credit cards and passwords.  Alcala, the most youthful of the group, conceded that he stole login qualifications and licensed innovation from organizations like Microsoft and Zombie Studios. Known as AAmoney on the web, Alcala has a notoriety in the hacking scene that reaches out past this case. He's known as a con artist in the Xbox-hacking group and also a productive Call of Duty player and modder.  The article is critical as it burrows further and says that his secondary school colleagues back in Indiana told media they unmistakably recollect Alcala's penchant for flaunting his hacking capacities.  
Wilsem, J. V. (2013). Hacking and harassment—Do they have something in common? Comparing risk factors for online victimization. Journal of Contemporary Criminal Justice, 29(4), 437-453.
The article demonstrates that as opposed to conferring hacking offenses, turning into a casualty of hacking has gotten inadequate research consideration. This article addresses chance components for this kind of crime and investigates its hypothetical and observational connectedness to the all the more regularly examined sort of cyber crime exploitation: online badgering. The outcomes demonstrate that low restraint goes about as a general factor in two ways. Initially, it prompts a higher danger of encountering both of these two unmistakable sorts of exploitation inside a 1-year time span. Second, in total the encounters of being hacked and bothered are additionally more unmistakable among this group. In any case, particular online practices anticipated particular online exploitation sorts (e.g., utilizing web-based social networking anticipated just provocation and not hacking). The article is essential as it gives about that shed all the more light on the degree to which criminological speculations are material crosswise over various sorts of Internet-related crime.  
Woolf, N. (2017). Hackers charged with stealing over $100m in US army and Xbox technology. the Guardian. Retrieved 9 April 2017, from https://www.theguardian.com/technology/2014/sep/30/four-hackers-charged-stealing-xbox-army-technology
The article demonstrates that four men were accused of breaking into the PC frameworks of Microsoft, the US armed force, and leading game manufacturers, as a major aspect of a charged worldwide hacking ring that got more than $100m in intellectual goods. They were aged 18 to 28 and were charged to have stolen Xbox innovation, Apache helicopter software and pre-discharge duplicates of games, for example, Call of Duty: Modern Warfare 3. The article is crucial as it obviously shows that different focuses of the claimed hacks included Microsoft, and game organizations Epic Games and Valve. Also, it demonstrates that the hackers were claimed to have accessed to the PC system of Zombie Studios, which permitted them to get to Apache helicopter simulation software that the organization had created for the US armed force.
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